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The rise of intermediary-less decentralized finance (“DeFi”) lending has led 
many to wonder how it should be regulated. Although DeFi lending could 
potentially offer reduced risks of centralization and market frictions, investors in 
DeFi lending are currently exposed to centralized risks and losses in the volatile 
market in the absence of regulation. The SEC suggested that the agency might 
regulate the sector under the federal securities laws. A truly decentralized lending 
project, however, does not involve any centralized entity that could carry the 
burden of compliance with the securities laws. This Note shows that many DeFi 
lending projects are not truly decentralized and are in various stages of 
decentralization. Unlike P2P lenders and financial intermediaries that bear the 
costs of compliance, many DeFi developers seek to build automated lending 
systems and gradually relinquish their control over their creation. However, with 
the lack of regulation, the investors have no means to tell actors who seek to build 
secure decentralized systems from those who do not in the early stage of DeFi 
protocol development. To address the issue, this Note proposes a three-part 
framework that would oversee the process of decentralization for DeFi lending 
projects, drawing its structure from the U.S. banking regulation focused on 
supervision. First, the framework recognizes the value of decentralization in 
reducing market frictions and risks of centralization. Second, the framework 
establishes a federal agency that oversees the process of decentralization on the 
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flexible safety and soundness standard of Glass-Steagall Act. Third, the framework 
grants enforcement powers to the federal agency to sanction DeFi platforms that 
do not comply with government regulations. 
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I. INTRODUCTION 

The debate over the self-governance of cyberspace is not new, but a recurring 
debate in different forms. On February 8th, 1996, John Perry Barlow, a founding 
member of the Electronic Frontier Foundation, penned a “A Declaration of the 
Independence of Cyberspace” in Davos, Switzerland.

Modeling the Declaration after the language of the Declaration of 
Independence,1 Barlow asks the “[g]overnments of the Industrial World” to “leave 
us alone.”2 The cyberspace community today, however, does not celebrate virtual 
fireworks displays for February 8, nor did it form the United States of Cyberspace 
free from the control of the federal and state governments. 3  While the 

 
1  Declaration of Independence: A Transcription, NATIONAL ARCHIVES, 

https://www.archives.gov/founding-docs/declaration-transcript. 
2 Id. 
3 Today, the Internet is subject to government laws and regulations. In the U.S., for example, 

internet users are bound by the Digital Millennium Copyright Act (DMCA) which implemented 
“notice-and-takedown system” and other protections for copyright online. The Digital Millennium 
Copyright Act, COPYRIGHT.GOV, https://www.copyright.gov/dmca/. There are also various state 
privacy legislations that bound parties in the cyberspace. See California Consumer Privacy Act, 
STATE OF CALIFORNIA DEPARTMENT OF JUSTICE, OFFICE OF THE ATTORNEY GENERAL, 
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“[g]overnments of the Industrial World” have already made their way into 
cyberspace,4 the emergence of cryptocurrency and blockchain once again opened a 
“largely uncharted legal territory,”5 reigniting the debate over the governance of 
cyberspace. 

Blockchain is a “database” where “a decentralized network of participating 
‘nodes’ that each possess a copy of the database and may (depending upon the 
consensus mechanism) participate in how the database is updated.”6 For Bitcoin, 
the database at any point exists in a “state” that “consist[s] of the ownership status 
of all existing bitcoins,” and the update in the database is performed in a “state 
transition function” that “outputs a new state.”7 Blockchains have the liberty to 
differ in the nature of data they store,8 how they update the database,9 and how 

 
https://oag.ca.gov/privacy/ccpa; see also (740 ILCS 14/) Biometric Information Privacy Act., 
Illinois General Assembly, 
https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004&ChapterID=57; see also S.B. 227 
Consumer Privacy Act, Utah State Legislature, https://le.utah.gov/~2022/bills/static/SB0227.html. 
For child pornography, federal criminal law that “prohibits the production, distribution, reception, 
and possession of an image of child pornography . . . almost always applies when the Internet is 
used to commit a child pornography violation.” Citizen's Guide To U.S. Federal Law On Child 
Pornography, THE UNITED STATES DEPARTMENT OF JUSTICE, https://www.justice.gov/criminal-
ceos/citizens-guide-us-federal-law-child-pornography. 

4 Id. 
5 Adam J. Kuegler, Cryptocurrency and the Sec: How A Piecemeal Approach to Regulating 

New Technology Selectively Stifles Innovation, 52 CONN. L. REV. 989, 993 (2020). 
6 Jamsheed Shorish, Blockchain State Machine Representation, SOCARXIV (Jan. 19, 2018), 1, 

https://osf.io/preprints/socarxiv/eusxg/. 
7  See Vitalik Buterin, Ethereum Whitepaper, ETHEREUM.ORG (2014), 

https://ethereum.org/en/whitepaper/. 
8 For Bitcoin, the database at any “state” consists of unspent transaction outputs (UTXO) 

defined as coins “that have been minted and not yet spent, with each UTXO having a denomination 
and an owner.” Buterin, supra note 9. Ethereum, in contrast, differs as it is not based on UTXO – 
each “state” consists of accounts that allow “direct transfers of value and information between 
accounts.” Id. Each account has four fields of information, which are “[t]he nonce, a counter used 
to make sure each transaction can only be processed once,” “[t]he account’s current ether balance, 
“[t]he account’s contract code, if present, [t]he account’s storage.” Id. 

9 The proof-of-work consensus mechanism has an incentive structure for nodes to update the 
database honestly. See Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, 
BITCOIN.ORG, 4, https://bitcoin.org/bitcoin.pdf. Nakamoto compares the incentives in the proof-of-
work mechanism with gold mining—miners (“nodes”) expend resources (“CPU time and 
electricity” that cost money) to receive compensation (“transaction fees”), “add[ing] gold to 
circulation” (“distribut[ing] coins into circulation”). Id. The incentive structure of bitcoin works 
when the attackers do not find it more feasible to “assemble more CPU power than all the honest 
nodes . . . to defraud people by stealing back his payments” than to “us[e] it to generate new coins.” 
Id. So, the value of new coins obtained through defrauding should outweigh the cost of electricity, 
CPU time, and the undermined “validity of his own wealth” locked in the blockchain. Id.  For proof-
of-stake consensus, the incentive structure replaces the cost of electricity, CPU time of proof-of-
work with the collateral. Proof-of-stake (PoS), ETHEREUM.ORG, 
https://ethereum.org/en/developers/docs/consensus-mechanisms/pos/. Here, the nodes that would 
like to update the database become validators by submitting their crypto assets “as collateral that 
can be destroyed if the validator behaves dishonestly or lazily.” Id. For proof-of-stake mechanism, 
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often they update the database.10 With such properties, blockchain is commonly 
referred to as “a decentralized, distributed public ledger.”11 One of the first uses of 
blockchain was financial transactions.12 While computer scientists like Wei Dai 
and Hal Finney entertained and developed the concepts of decentralized currency 
in the 1990s and 2000s, economist Milton Friedman predicted the creation of “a 
reliable e-cash, a method whereby on the Internet you can transfer funds from A to 
B, without A knowing B, or B knowing A” in 1999.13 The first implementation of 
cryptocurrency came about only in 2009 as “Bitcoin.”14 Published online by the 
name “Satoshi Nakamoto,” a 9-page paper describes how one can send “electronic 
cash” to another without a financial intermediary.15 Bringing attention to the costs 
and weaknesses of trust-based systems, the paper introduces “a chain of blocks” as 
a trustless online payment system.16  Since then, the market for cryptocurrency 
blossomed,17 expanding its reach into the world of financial products traditionally 
handled by banks.18 

Despite different touted motives behind the creation of cryptocurrencies, 
cryptocurrencies “have emerged to address market frictions.” 19  As Nakamoto 
suggested, “an electronic payment system based on cryptographic proof instead of 
trust” would eliminate the need for financial intermediaries that “increase[] 

 
the disincentives to behave badly are the “cost[s] of controlling significant stake” and in some case 
consumed “coin age” used to determine who would update the database. Sunny King & Scott Nadal, 
PPCoin: Peer-to-peer Cryptocurrency with Proof-of-stake, (Aug. 19, 2012), 
https://decred.org/research/king2012.pdf.  

10 Bitcoin took 7.02 minutes to confirm transactions (to update the database) on September 29, 
2022. Bitcoin Median Transaction Confirmation Time, NASDAQ, 
https://data.nasdaq.com/data/BCHAIN/ATRCT-bitcoin-median-transaction-confirmation-time. 
Ethereum took 12.08 seconds to do the same on September 29, 2022. Ethereum Average Block Time, 
Ycharts, https://ycharts.com/indicators/ethereum_average_block_time. 

11  E. Napoletano and John Schmidt, Decentralized Finance Is Building A New Financial 
System, Forbes, https://www.forbes.com/advisor/investing/defi-decentralized-finance/. 

12 See Buterin, supra note 8. 
13  National Taxpayers Union, Milton Friedman Full Interview on Anti-Trust and Tech, 

Youtube (Aug. 9, 2012), https://www.youtube.com/watch?v=mlwxdyLnMXM&t=0s. 
14  See Vitalik Buterin, Ethereum Whitepaper, Ethereum.org (2014), 

https://ethereum.org/en/whitepaper/ 
15 See Nakamoto, supra note 10. 
16 Id. at 1, 7. 
17 As of June 3, 2022, more than 19,000 cryptocurrencies and “dozens of blockchain platforms” 

exist. Arjun Kharpal, Crypto firms say thousands of digital currencies will collapse, compare market 
to early dotcom days, CNBC (Jun. 3, 2022), https://www.cnbc.com/2022/06/03/crypto-firms-say-
thousands-of-digital-currencies-will-collapse.html. 

18 To name a few, there are now Bitcoin futures, crypto ETFs, cryptocurrency trusts, and stocks 
of crypto companies as investment options. Cryptocurrency Investing, CHARLES SCHWAB, 
https://www.schwab.com/cryptocurrency. 

19 Hossein Nabilou & André Prüm, Central Banks and Regulation of Cryptocurrencies, 39 
REV. BANKING & FIN. L. 1003, 1005. 



 

383 Regulation of DeFi Lending [Vol. 24:379 
 
transaction costs.”20 One of the emerging use cases of cryptocurrencies is lending 
practice, reaching $10 billion in total loan originations in cryptocurrencies in 
2020.21  The market for cryptocurrency loans is rising.22  Equally rising are the 
eyebrows of Washington regulators, most prominently those of the U.S. Securities 
and Exchange Commission (the “SEC”) chairman Gary Gensler. 23  Amidst 
flourishing financial start-ups like BlockFi that offer loans, credit cards, and 
interest-bearing accounts and volatility affecting millions of customer assets in 
crypto, Gensler wrote to Senator Elizabeth Warren that more regulatory oversight 
was needed to prevent “regulatory cracks” and “to protect investors in this growing 
and volatile sector.”24 

Although “[c]ryptocurrency regulation is largely uncharted legal territory,”25 
there are varying degrees of regulatory oversight currently imposed on actors in the 
crypto lending market, depending on whether those actors are centralized or 
decentralized.26 The SEC is starting to bring actors in centralized finance (“CeFi”) 
under the existing securities regulations.27 The business practice of CeFi actors 
such as Coinbase or BlockFi is centralized.28 CeFi actors receive cryptocurrencies 
from customers and lend them out to borrowers with interest, a portion of which 
they take as their profit and share with customers.29 Here, the practice of crypto 
lending is not decentralized in the form of CeFi actors functioning as a centralized 
intermediary. 30  Rather, what gets lent and borrowed may be decentralized in 
nature.31 Consumers and financial institutions in the CeFi lending practice can trade 

 
20 Nakamoto, supra note 10, at 1. 
21 Leeor Shimron, Exploding Past $10 Billion, Interest Income and Lending Are Bitcoin’s First 

Killer Apps, FORBES (May 26, 2020), 
https://www.forbes.com/sites/leeorshimron/2020/05/26/exploding-past-10b-interest-income-and-
lending-are-bitcoins-first-killer-apps/?sh=53d080d33320. 

22  Harry Robertson, Crypto lending is booming as investors hunt for yield. It turned this 
company from niche startup to $1 billion unicorn in just 4 years., BUSINESS INSIDER (Jul. 11, 2021), 
https://www.businessinsider.com/crypto-lending-boom-amber-group-bitcoin-stablecoin-investing-
2021-7?amp. 

23  See Eric Lipton & Ephrat Livni, Crypto’s Rapid Move into Banking Elicits Alarm in 
Washington, N.Y. TIMES, Sept. 5, 2021, 
https://www.nytimes.com/2021/09/05/us/politics/cryptocurrency-banking-regulation.html. 

24 Id. 
25 Adam J. Kuegler, Cryptocurrency and the Sec: How A Piecemeal Approach to Regulating 

New Technology Selectively Stifles Innovation, 52 CONN. L. REV. 989, 993 (2020). 
26 See Lipton & Livni, supra note 24. 
27 See In re BLOCKFI LENDING LLC, Release No. 11029, 1, 1-14 (Feb. 14, 2022). 
28 See Lipton & Livni, supra note 24. 
29 See id. 
30 See id. 
31 See William Hinman, Remarks at the Yahoo Finance All Markets Summit: Crypto, U.S. 

SECURITIES AND EXCHANGE COMMISSION (June 14, 2018).  
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various cryptocurrencies they loan out, earn, or borrow with fiat currencies, such 
as the US Dollar, on exchange platforms such as Coinbase.32 

Despite some similarity with the lending practice of a bank, CeFi lending does 
not offer robust regulatory protections of chartered banks. Banks in the U.S. are 
closely supervised by the Federal Reserve Board (“Fed”), the Office of the 
Comptroller of the Currency (“OCC”), and the Federal Deposit Insurance Company 
(“FDIC”) that are statutorily granted power to approve banking activities, monitor 
banks, and issue remedies.33 The agencies exercise their disciplinary authorities 
“whenever” they determine there are or are about to be “unsafe or unsound 
practice[s]” in banks they supervise.34 The penalties for such practices can be harsh, 
as agencies can impose civil and criminal liabilities on banks in addition to 
controlling how banks invest their assets and distribute bonuses and dividends.35  

For example, Coinbase is not a chartered bank in the U.S.36 Hence, it was not 
subject to the banking regulation when it promised “a safe, secure way to earn 
interest” 37 with Lend, a program for customers to lend their USD Coin (USDC), a 
type of cryptocurrency, to the company at 4% APY (Annual Percentage Yield) in 
2021.38 Its offer of “[h]igher interest without higher risk” also did not come with 
Federal Deposit Insurance Corporation (“FDIC”) or Securities Investor Protection 
Corporation (“SIPC”) insurance.39 Although Coinbase offers principal guaranty in 
case “verified borrowers” default on payment,40 the FDIC or SIPC does not protect 
customers’ assets in Lend in case Coinbase itself fails.41 In addition to avoiding 

 
32  See Coinbase, Convert cryptocurrency FAQ, COINBASE, 

https://help.coinbase.com/en/coinbase/trading-and-funding/cryptocurrency-trading-pairs/convert-
cryptocurrency-faq. 

33 Lev Menand, Why Supervise Banks? The Foundations of the American Monetary Settlement, 
74 VANDERBILT LAW REVIEW 951, 953-54 (2021). 

34 Id. at 954 (quoting 12 U. S. C. § 1818(b)). 
35 Id. at 954 n.6. 
36 Coinbase does not hold banking charter but instead holds money transmitter licenses in 

various states. Coinbase, Licenses & Disclosures, Coinbase, 
https://www.coinbase.com/legal/licenses. 

37  Lend, COINBASE (Jan. 22, 2022), https://www.coinbase.com/lend 
[https://web.archive.org/web/20210909081423/https://www.coinbase.com/lend]. 

38 Update as of 5pm ET, Friday, September 17th: we are not launching the USDC APY program 
announced below, THE COINBASE BLOG, https://blog.coinbase.com/sign-up-to-earn-4-apy-on-usd-
coin-with-coinbase-cdad79e5f5eb. 

39 Update as of 5pm ET, Friday, September 17th: we are not launching the USDC APY program 
announced below, supra note 39. FDIC insures bank deposits up to $250,000 per depositor, paying 
the principal balance and accrued interest in an event of bank failure. Deposit Insurance FAQs, 
FDIC (December 8, 2021), https://www.fdic.gov/resources/deposit-insurance/faq/. SIPC protects 
cash and securities of customers at brokerage firms, with the limit of $500,000 and $250,000 for 
cash. What SIPC Protects, SIPC, https://www.sipc.org/for-investors/what-sipc-protects. 

40 Lend, supra note 38. 
41  See How is Coinbase insured?, COINBASE, https://help.coinbase.com/en/coinbase/other-

topics/legal-policies/how-is-coinbase-insured (last visited Apr. 28, 2023). 
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financial regulations, Coinbase also claimed that the Lend program was not a 
security subject to the SEC regulations.42 Coinbase thus sought to avoid costly 
mandatory disclosures under the US securities regulations, which are often critical 
for investors to make informed decisions.43  

Some states sought to bring such lenders under the state securities laws, with 
New Jersey going as far as sending cease-and-desist letters to BlockFi for selling 
unregistered securities. 44  On the federal level, the SEC started to bring strict 
enforcement actions against CeFi lenders in recent years.45 In 2021, the SEC served 
Coinbase with a Wells Notice—a notification of the agency’s plan to sue Coinbase 
for securities law violations. 46  Sixteen days after the SEC’s notice, Coinbase 
canceled the launch of Lend.47 In February 2022, the SEC reached a settlement with 
another CeFi actor BlockFi, which agreed to cease offering its crypto lending 
product, pay $50 million in penalty, and register its future lending products as 
securities with the SEC.48 

On the other hand, there are actors in decentralized finance (“DeFi”) that further 
complicate the landscape for cryptocurrency regulation.49 Unlike CeFi actors that 
function like banks for cryptocurrencies,50 DeFi lending platforms seek to enable 
peer-to-peer exchange of assets without the need for an intermediary.51 In theory, 
there are no centralized entities like Coinbase or BlockFi behind DeFi lending.52 
Once the lending protocol is programmed, the protocol automatically executes the 
lending process—matching supply with demand.53  The code that runs DeFi is 
typically open-source and governed by a community of users.54 

Taking a closer look at DeFi, however, reveals that DeFi projects could be more 
centralized than its name suggests—revealing the possibility and necessity of 

 
42 Paul Grewal, The SEC has told us it wants to sue us over Lend. We don’t know why., The 

Coinbase Blog (Sept. 7, 2021), https://blog.coinbase.com/the-sec-has-told-us-it-wants-to-sue-us-
over-lend-we-have-no-idea-why-a3a1b6507009. 

43 Elisabeth de Fontenay, Do the Securities Laws Matter? The Rise of the Leveraged Loan 
Market, 39 J. CORP. L. 725, 726 (2014). 

44 See Lipton & Livni, supra note 24. 
45 See In re BLOCKFI LENDING LLC, supra note 28, at 1–11; see also Grewal, supra note 43. 
46 Grewal, supra note 43. 
47 Id. 
48 In re BLOCKFI LENDING LLC, supra note 28, at 12–13. 
49 See Lipton & Livni, supra note 24. 
50 Id. 
51  E. Napoletano and John Schmidt, Decentralized Finance Is Building A New Financial 

System, FORBES ADVISOR, https://www.forbes.com/advisor/investing/defi-decentralized-finance/. 
52 Elaine Chan, Decentralised finance (DeFi): A Game-Changer or Just a Passing Fad?, 1 J. 

INT’L. BANKING FIN. L. 39, 39 (2022). 
53 Id. 
54 Id. Elaine Chan notes that open-source programs can be viewed or verified by anyone, 

ensuring transparency of the protocol. 
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regulation.55 Currently, most DeFi projects are managed by centralized actors who 
have “access to a portion of the funds.”56 The confusion over DeFi might stem from 
the fact that DeFi projects can be partially or fully decentralized from their 
inception. 57  For example, the team behind DeFi lending protocol Compound 
Protocol—Compound Labs, Inc.—had once controlled the administrative rights to 
“pause supply, borrowing, or liquidation in a market” created by the protocol until 
the founder of the protocol, Robert Leshner, proposed to transfer it to “Community 
Multi-Sig created by members of the community” in 2021.5859 Such a proposal 
created a state of partial decentralization for the protocol, since it was still 
necessary for users to trust the six “signers” who collectively control the 
administrative rights.60 Another leading DeFi protocol, MakerDAO, underwent a 
similar process of decentralization.61  

Despite the centralized risks of DeFi platforms, transactions on DeFi currently 
seem to fall through the cracks in securities and banking regulations. Noting that 
“the regulation is effectively absent” in the DeFi industry, Senator Elizabeth 
Warren called DeFi “the most dangerous part of the crypto world.”62 DeFi lending 
protocols are not banks but computer codes,63 so they would be free from federal 
banking supervision.64 It is also unclear whether securities agencies could target 
DeFi protocols using the current framework targeting centralized actors. For both 
Coinbase and BlockFi, the SEC used Supreme Court cases Howey and Reves to 

 
55 Davis Z Morris, Lassoing a Stallion: How Gary Gensler Could Approach DeFi Enforcement, 

COINDESK (Oct. 22, 2021), https://www.coindesk.com/policy/2021/10/21/lassoing-a-stallion-how-
gensler-could-approach-defi-enforcement. 

56  Olga Kharif, Crypto Exchange Gets Millions After Copy-Paste of a Rival’s Code, 
BLOOMBERG (Sept. 11, 2020), https://www.bloomberg.com/news/articles/2020-09-11/-come-to-
jesus-moment-for-crypto-finance-apps-rocks-valuations. 

57 Id. 
58 Multisignature wallets (“Multi-Sig”) are crypto wallets that could implement approval-by-

majority system to manage transactions in decentralized governance. Vincentius Lienardo & Rinaldi 
Munir, Blockchain-based Multisignature Wallet System for Decentralized Autonomous 
Organization, https://informatika.stei.itb.ac.id/~rinaldi.munir/TA/Makalah_TA_Vincentius.pdf. 

59 Robert Leshner, Set Pause Guardian to Community Multi-Sig, COMPOUND GOVERNANCE 
(Aug. 28, 2021), https://compound.finance/governance/proposals/57. 

60  At the time of proposal, the six-member committee who could collectively control the 
administrative rights included @TennisBowling, @arr00, @blck, Compound Labs, Dharma Labs 
(@0age), and @jared. Id. 

61 The Transfer of MKR Token Control to Governance: The Final Step, MAKERDAO BLOG 
(Mar. 25, 2020), https://blog.makerdao.com/the-transfer-of-mkr-token-control-to-governance-the-
final-step. 

62 Turner Wright, ‘DeFi is the most dangerous part of the crypto world,’ says Senator Elizabeth 
Warren, COINTELEGRAPH (Dec. 14, 2021), https://cointelegraph.com/news/defi-is-the-most-
dangerous-part-of-the-crypto-world-says-senator-elizabeth-warren. 

63  Jeff Benson, What Is Aave? Inside the DeFi Lending Protocol, DECRYPT, 
https://decrypt.co/resources/what-is-aave-inside-the-defi-lending-protocol. 

64 The scope of the banking supervision is limited to various types of banks and bank holding 
companies. See Menand, supra note 34, at 953 n.4. 
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classify their offerings as a security subject to registration requirements.65 In SEC 
v. W.J. Howey Co., the Supreme Court defined an investment contract as a subset 
of “security” under the Securities Act as “a contract, transaction or scheme whereby 
a person [1] invests his money [2] in a common enterprise and [3] is led to expect 
profits [4] solely from the efforts of the promoter or a third party.”66 In Reves v. 
Ernst & Young, the Supreme Court recognized “note” as “security” under the 
Securities Act using the “family resemblance” test, which presumes a note to be a 
security until rebutted by “a strong resemblance” to exceptions outlined by the 
court.67 Although SEC Chief Gary Gensler launched an initiative to regulate DeFi 
loans, 68  whether the SEC could directly apply such tests to all decentralized 
protocols is so far an unanswered question. In addition, the heavy burden of security 
regulation69 could disincentivize the process of decentralization for DeFi platforms, 
as such regulation would leave only the powerful, centralized actors in DeFi that 
could withstand the sunk cost in their investment—as the status of the P2P lending 
industry demonstrates.70  

This Note postulates that DeFi lending platforms carry centralized risks that 
could be regulated under the existing securities regulation. Although the ideals of 
DeFi founders may lie in the decentralized, transparent, and community-run future 
without financial intermediaries and their risks, centralized entities play crucial 
roles in the protocol governance and management at least in the early stage of DeFi 
development.71 It is also not uncommon for “a small group of people” to hold “the 
majority of governance tokens,” which would function similarly to administrative 
rights over the governance of DeFi lending projects. 72  Therefore, regulatory 
agencies should not treat existing DeFi lenders as fully decentralized as they claim. 
However, this Note recognizes that the costs of mandatory disclosure under the 

 
65 Grewal, supra note 43; see also In re BLOCKFI LENDING LLC, supra note 28, at 1–14. 
66 Sec. Exch. Comm’n v. W.J. Howey Co., 328 U.S. 293, 294 (1946). 
67 Reves v. Ernst & Young, 494 U.S. 56, 67 (1990). 
68 Robert Schmidt and Benjamin Bain, New SEC Boss Wants More Crypto Oversight to Protect 

Investors, BLOOMBERG (August 3, 2021, 12:01AM) 
https://www.bloomberg.com/news/articles/2021-08-03/will-government-regulate-crypto-sec-chair-
gary-gensler-on-bitcoin-and-oversight. 

69 De Fontenay, supra note 44. 
70 Benjamin Lo, It Ain’t Broke: The Case For Continued SEC Regulation of P2P Lending, 6 

HARV. BUS. L. REV. 87, 88 (2016). 
71 Aave launched its lending protocol with ICO raising $16.2 million and took a course to fully 

decentralize in 2020. See William Foxley, DeFi Lender Aave Rolls Out Governance Token on Path 
to Decentralization, COINDESK (Jul. 29, 2020), https://www.coindesk.com/tech/2020/07/29/defi-
lender-aave-rolls-out-governance-token-on-path-to-decentralization/. While good intentions of the 
founders of DeFi protocols could help implement a decentralized governance, blockchain 
community maybe dependent on the promise of the founders for such decentralized governance. If 
founders of DeFi decide to shut down the platform before decentralizing, the investors could be 
subject to centralized risk of decision-making. 

72 Fabian Schär, Decentralized Finance: On Blockchain- and Smart Contract-Based Financial 
Markets, 103 FEDERAL RESERVE BANK OF ST. LOUIS REV. 153, 170 (2021). 
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existing securities regulation are “substantial, to say nothing of the indirect costs.”73 
The cost-bearing aspect of the existing regulation implies the inevitable existence 
of centralized entities that would cover “at least a few tens of thousands of dollars 
annually in legal, accounting, and printing costs,” 74  prohibiting transitions of 
centralized DeFi projects into fully decentralized ones. Once deployed in a fully 
decentralized manner, DeFi applications could reduce market frictions such as 
transaction costs compared with traditional finance.75 Based on such findings, this 
Note will suggest that an alternative regulatory framework is necessary to oversee 
the process of decentralization for DeFi lending projects. To do so, the new 
framework should grant effective supervision, monitoring, and enforcement powers 
to a government agency overseeing the process of decentralization of DeFi lending 
projects. Part II of this Note will provide an overview of traditional lending by 
banks and bank supervision in the U.S. It will also introduce P2P lending, CeFi 
lending, and DeFi lending, which are three new types of lending that emerged with 
the Internet. Part III will explore centralized risks of DeFi lending and the 
application of federal securities regulation to DeFi lending protocols, concluding 
that securities regulation is not an adequate framework to address the problems of 
DeFi. Part IV will recommend federal agency supervision over DeFi lending to 
address those risks and to promote decentralization of DeFi lending projects. 

II. OVERVIEW OF LENDING: THE ROLE OF FINANCIAL INTERMEDIARIES AND 
THE EXISTING REGULATORY FRAMEWORK 

This Part starts by providing a historical context behind the oldest lending 
regulation—banking supervision. Then, it will explore the existing regulatory 
framework over two types of lenders, banks and P2P lending companies, and 
conclude by introducing the mechanisms of new lending platforms: CeFi and DeFi 
lending. Commercial banks create money when they extend loans to borrowers.76 
When a bank makes a loan, it records and thereby creates a deposit in the borrower’s 
account until the debtor “destroy[s]” the freshly created money in circulation.77 As 
the creators of money besides the Fed that prints paper notes, banks can trigger 
inflation and deflation by expanding the money supply by lending more and 
contracting it by lending less.78 Such power of banks could be conceptualized “as 
a special province of the state,” as lending activity of banks could “change[] the 
value of government-issued money pos[ing] significant risk” and be equated as “the 
power to govern the motions of economic life.”79 Therefore, “most of the legislators 
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who designed our banking system” understood banks as outsourcers of 
government’s money supply, granting “the robust scope of supervisory power” 
over the quasi-public, “premodern independent agencies operated by private 
actors.”80   

A. Brief Overview of the U.S. Banking Regulation 

The structure of the modern U.S. banking regulation emerged after the failure 
of the system “imported from Britain.”81 The reason for the failure of the previous 
system was political—the Bank of the United States (“BUS”) filled with the 
Federalist Party members as “shareholders and managers” was criticized as 
aristocratic, and the Democratic-Republicans chartered state banks “to compete 
with the BUS.” 82  After the failure, the new system, dubbed the “American 
Monetary Settlement” (“AMS”) by Professor Lev Menand, appeared in the state 
level and was codified by Congress in the federal level during the Civil War with 
OCC issuing charters to and overseeing national banks.83 The federalization of 
AMS was reinforced after “a half century of monetary breakdowns” in 1913, when 
Congress created the Fed to oversee state banks, and when Congress “created the 
FDIC to explicitly backstop bank money for the first time and to subject state banks 
to federal regulation.”84 

Currently, the Fed, the OCC, and the FDIC jointly supervise banks to approve 
banking activities, monitor banks, and issue appropriate remedies.85 The Office of 
Thrift Supervision also supervises 936 additional institutions.86 The statutory grant 
of power is outlined in “various places in Title 12 Banks and Banking of the United 
States Code (“USC”).”87 The OCC is charged with bank chartering and examining 
banks, which may involve sending examiners to national banks that are mandated 
to produce reports on their financial condition for the agency.88 The Fed, in addition 
to issuing government notes, supervises “financial holding companies, bank 
holding companies, state charter banks and foreign bank operations” on the “same 
safety and soundness” principle.89 The FDIC primarily supervises “non-member 
banks” of the Fed and administers FDIC insurance for bank deposits.90 As the 
federal agencies “have overlapping responsibilities,” “[t]he Federal Financial 
Institutions Examination Council (“FFIEC”) was set up in 1979 . . . to enhance the 
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level of uniformity and consistency in their supervisory, examination and 
enforcement practices.”91 

The agencies’ supervision includes a Uniform Financial Institutions Rating 
System to evaluate “a bank’s overall condition.”92 Banking agencies conduct “a 
full-scope, on-site safety and soundness examination” and issue a “uniform 
composite [] rating” called the CAMELS rating.93 The CAMELS stands for “(C) 
Capital Adequacy; (A) Asset Quality; (M) Management; (E) Earnings; (L) 
Liquidity; and (S) Sensitivity to Market Risk.”94 By providing ratings for each 
element of examination, 1 being the most positive and 5 being the most negative 
rating, regulators use CAMELS rating to “provide an assessment of a bank’s overall 
condition.”95 The CAMELS ratings of banks are shielded from the public view, as 
they “are never made publicly available, even on a lagged basis.”96 

B. The Securities Regulation of the New Lenders: P2P Lending 

 Direct lending enables people to lend and borrow money “without using a 
traditional intermediary.” 97  Direct lending appeared in many forms in history, 
including informal person-to-person lending between friends and formalized 
associations that have formed in various cultures like China, Korea, Japan, Mexico, 
and Nigeria.98 Yet, the emergence of the Internet has provided “a huge potential” 
of financial independence from financial intermediaries in lending.99  

 Online peer-to-peer (“P2P”) lending can be defined as an arrangement over 
the web between individuals to lend and borrow money from each other.100 The 
“[p]ure online P2P lending without a formal intermediary,” for example, could be 
a simple arrangement between a borrower and a lender on an open website like 
Craigslist.101 However, the risk of fraud and crime on such “pure” P2P lending is 
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extremely high, while lending on closed networks like Facebook offers limited 
reachability.102 

What emerged in the 2000s were online P2P lending platforms like Prosper.103 
The online P2P lending platforms were not the “[p]ure online P2P lending without 
a formal intermediary” like lending on Craigslist.104 Instead, the lending platforms 
have served as the intermediary connecting lenders and borrowers, albeit “without 
banks interposing their own credit risks and guarantees.”105 The most dominant and 
developed form of P2P lending is unsecured consumer loans between strangers 
provided by brokers like LendingClub and Prosper.106 

The mechanics of P2P lending are as follows. Individual borrowers may request 
loans up to $25,000 from lending platforms, which “perform traditional 
underwriting activities, such as evaluating credit history and ability to repay.”107 
Prosper and LendingClub, for example, require a minimum of 640 and 660 FICO 
scores for borrowing.108 Once platforms accept a borrower, they use algorithms 
based on credit and employment information to classify borrowers and estimate 
losses in cases of default for each class of borrowers.109 Lenders then can choose 
an individual borrower or a bundle of them, most commonly with three-year terms 
and no penalty for prepayment.110 P2P loans on Prosper and LendingClub have 
interest rates of 20.6% and 11.4% respectively on average, and the platforms charge 
borrowers an origination fee and lenders a servicing fee as a portion of principal.111 

The P2P lending industry had suffered severe risk of default before the SEC 
stepped in to regulate.112 The SEC ended the regulatory uncertainty in 2008 by 
sending Prosper Marketplace Inc. (“Prosper”) a cease-and-desist order for selling 
unregistered securities. 113  For Prosper, the SEC used the Supreme Court 
precedents, Howey and Reves, to determine that the notes issued by Prosper were 
securities under Section 2(a)(1) of the Securities Act.114 The SEC’s order had a 
profound impact on the operation of P2P lending.115 The burden of registration and 
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reporting requirements drove smaller companies like Loanio, Virgin Money, and 
Pertuity out of the market, while Prosper and LendingClub survived.116 In line with 
the SEC Order, the surviving platforms adjusted their lending process to comply 
with the SEC regulations.117 Before a lender could invest a deposit, platforms now 
had to register each loan and record borrower data on SEC’s Electronic Data 
Gathering, Analysis, and Retrieval system (EDGAR).118 Also, the platforms had to 
increase their roles in lending beyond being a mere intermediary.119 Before the SEC 
Order, Prosper would match lenders and borrowers and get WebBank, a Utah-based 
industrial bank, to issue a loan to the borrower.120 Prosper would be assigned a note 
from WebBank, and in turn assign it to a borrower.121 After the SEC Order, the 
lending process became more convoluted because the platforms had to avoid 
making individual lenders becoming registrants of a security.122 In the new system, 
Prosper does not grant lenders any security interest in the loan issued by WebBank. 
Instead, WebBank issues the loan to the platform, and Prosper “sells a separate debt 
instrument backed by the original loan to the lenders, who become creditors of the 
platform rather than the borrower.”123 

C. New Kids on the Block: CeFi and DeFi Lending 

1. CeFi Lending 

While the global consumer and P2P lending market has an annual volume of 
$85 billion in transactions, crypto lending is expanding, reaching $10 billion in total 
loan originations in 2020.124 The lending practice of CeFi actors in the crypto 
lending industry is not so different from traditional banks.125 CeFi lenders like 
Celsius and BlockFi serve as a custodian of customer assets, which are lent out to 
generate interest. 126  Like “typical financial services companies,” CeFi lenders 
deploy “in-house risk management procedures to match borrowers and lenders, 
assess creditworthiness, determine interest rates, and custody the assets.”127 

One of the notable differences between traditional consumer loans and CeFi 
loans is the yield rate. Compared with the national deposit rate of 0.06% for savings 
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accounts,128 CeFi lenders have offered a very high interest rate for depositors—
BlockFi offering 9.25%,129 Coinbase 4%130 before their shutdown.131 The pool of 
crypto assets from depositors seeking high yield rates provides an opportunity for 
traders and institutions to borrow and make profits—some use cases include 
avoiding capital gains tax by borrowing instead of selling crypto assets for fiat 
currencies, taking long or short positions with borrowed funds, and engaging in 
price arbitrage based on the price difference across crypto exchanges.132 Standing 
between lenders and borrowers of cryptocurrencies, CeFi actors receive 
commissions from the profit they generate from lending. 133  Although 
cryptocurrencies in CeFi lending may be decentralized—as no central bank or 
entity mints them134—CeFi actors function similar to banks135 with centralized 
management teams.136 

2. DeFi Lending  

DeFi lending projects purport to eliminate intermediaries completely with 
blockchain technology.137 DeFi projects make use of computer protocols—a set of 
rules in coding138—to automate the lending process. Prominent protocols in DeFi 
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lending include Aave and Compound. 139  Both Aave 140  and Compound 141  are 
protocols on an Ethereum blockchain. Understanding the DeFi lending process 
requires more technical information than understanding CeFi, as it does not involve 
the traditional custody of consumer assets by intermediaries. Instead, peer-to-peer 
flow of funds that are lent and borrowed is automatically recorded and executed on 
a blockchain in the form of tokenization142 and smart contracts.143 

Ethereum blockchain allows for a program to run on its network called “smart 
contracts.”144 Smart contracts are “systems which automatically move digital assets 
according to arbitrary pre-specified rules.”145 A simple analogy to smart contracts 
could be a digital vending machine. 146  Say a vending machine has a logical 
function, such that money combined with snack selection results in the selected 
snack being dispensed.147 On an Ethereum network, a “VendingMachine” smart 
contract, upon deployment, would automatically dispense a snack if 1ETH (unit of 
currency) is transferred to the snack owner and if the owner has enough stock of 
snacks. 148  Just as ordering via a vending machine does not require an 
intermediary—e.g., a store, a cashier—deploying smart contracts removes the need 
for intermediaries for executing a contract.149 Even though Ethereum’s network is 
maintained by multiple computers,150 Ethereum could conceptually be understood 
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as a single computer.151 All users access the same data—ledger—and the same 
computer programs in the form of smart contracts.152  

Like some other blockchains, the Ethereum blockchain is not maintained by a 
centralized entity.153 DeFi lending protocols are automated programs that facilitate 
lending among users on an Ethereum blockchain.154 There are variations in DeFi 
lending in terms of how lenders and borrowers are matched, how interest rates are 
calculated, and how assets are transferred via tokenization.155 But DeFi lending 
generally takes the form of secured lending, meaning that the collateral of the 
borrowers will automatically be transferred to the lenders in case of failed 
repayment.156 

A leading DeFi protocol called the Compound Protocol works in the following 
manner: An owner of a supported cryptocurrency157 supplies assets to the “pool” of 
assets in a market facilitated by the protocol to become a lender.158  This step 
requires connecting user’s crypto wallet—which holds the private key to the asset 
on the blockchain159—to the Compound Protocol.160 When users agree to supply 
their crypto assets to the market, their crypto assets are tokenized into cTokens per 
a predetermined formula. 161  Ethereum tokens are user-issued private currency 
created by smart contracts.162 Tokens could be used for a special purpose like those 
used in arcades or public transportation, or they could represent ownership interest 
in an asset.163 Borrowers could tap into the reserves of crypto assets by posting 
tokenized crypto assets as collateral164 at an interest rate determined by supply and 
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demand. 165  Since the Protocol does not match an individual borrower to an 
individual lender, lenders can withdraw their funds at any time by converting 
cTokens back to their cryptocurrency with an accrued interest, unless all the assets 
are borrowed.166 Aave Protocol deploys a similar “pool contract” and tokenization, 
as borrowers can tap into the pool of funds by posting crypto assets as collateral.167 

What distinguishes DeFi from CeFi and traditional finance is its structure of 
governance.168 There are three broad categories of governance for DeFi service.169 
First, the DeFi service could be fully centralized. The operators who created the 
codes behind the service could directly control the codes that execute the DeFi 
service.170  Although smart contracts are immutable once deployed,171  they are 
“upgradable” by separating the proxy contract from the implementation contract 
using a “delegate call” function on Ethereum.172 In the alternative, developers can 
create a new smart contract with a new address and direct the users to use the new 
one.173 Second, the DeFi service could be partially centralized,174 such as a board 
of signers controlling a Multi-sig wallet. In a partially decentralized system, signers 
can honor the token holders’ vote to control the execution of smart contracts after 
a popular vote by token holders.175 The forms and the extent of decentralization 
would vary, as some developers may retain the veto power through large voting 
powers or the lack of formal or legal obligations to honor the popular votes.176 
Lastly, fully decentralized governance would make use of decentralized 
autonomous organizations (“DAOs”), where the participants would democratically 
vote for changes in the protocol which would be “executed as blockchain 
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transactions, enforced through the consensus mechanisms of the settlement 
layer.”177 

DeFi projects are generally initiated by centralized entities.178 In the absence of 
financial regulation over the governance of DeFi projects, there are no hard-set 
rules to stop the centralized founder groups from “benefit[ing] insiders at the 
expense of users of the protocol.” 179  Indeed, some founder groups have 
demonstrated that an orderly transfer of their power to the community may be 
possible.180  However, DeFi actors have the power to shut down, change, and 
maintain the protocols by themselves at least in the initial stage of development.181  

DeFi actors have an option to transfer their decision powers to the community 
“once the network hits a critical mass of users.”182 One way to decentralize is to 
create a governance community called a DAO. 183  DAO is a decentralized 
organization built on blockchains where participants, by holding stakes in DAO 
through governance tokens, 184  could vote on decisions that are self-enforced 
through smart contracts.185 Different DeFi actors issue different governance tokens 
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to be used through private sales or initial coin offerings (“ICOs”).186 Once the 
power to govern is distributed to the decentralized community that holds the tokens, 
there would ideally be no centralized decisions like a kill switch, with which an 
actor can unilaterally shut down the DeFi protocol.187 Instead, a community of 
token holders will collectively propose and vote on decisions which would be 
automatically executed on blockchain by smart contracts.188  Given the lack of 
regulatory oversight and industry standards in the decentralization of DeFi 
platforms, DeFi lending protocols are in various states of decentralization.189 

III. THE SECURITIES REGULATION OF DEFI LENDING PROTOCOLS 

DeFi lending platforms are continuing to attract large capital deposits for 
lending or borrowing.190 Loan demand hovers around $20 billion and deposits of 
Aave, Compound, MakerDAO—the top three DeFi lending platforms—are around 
$40 billion as of January 2022.191 Despite the growing volume of lending and 
subsequent security concerns, none of these DeFi platforms have registered with 
the SEC. 192  Per the agency, the SEC oversight reaches “a variety of DeFi 
participants, activities, and assets” because “they involve securities and securities-
related conduct.”193 As a result, DeFi projects with incentives for promoters and 
sponsors of lending protocols may fall under the regulatory scope of the SEC.194 
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Not surprisingly, the agency has drawn similarities between DeFi lending and P2P 
lending—the latter of which was brought under the regulation of the SEC.195  

Currently, the SEC seems to have two principal ways to regulate the DeFi 
lending: (1) regulating DeFi protocols for issuing tokens—unregistered 
securities—in the manner in the primary market similar P2P lenders like 
LendingClub 196  and (2) regulating the DeFi protocols under Regulation ATS, 
defining them as “exchanges.”197 Each regulation operates under the regulatory 
scheme established by the Securities Act of 1933198  and the Exchange Act in 
1934.199 The first measure would require determining whether each DeFi lending 
involves selling securities,200 treating the DeFi lending market as a primary market 
for securities. The second measure would require a change in the Exchange Act 
Rule and considering the DeFi protocols as the secondary market of securities.201 

However, the difficulty of regulating DeFi protocols under the current 
regulatory framework is that even when the “lending” itself is defined as a security, 
it is difficult to know against whom to initiate enforcement actions. Consider a fully 
decentralized DeFi lending protocol which is used to trade or issue unregistered 
securities: how would the SEC make a decentralized community consisting of 
millions of people who use the protocol across the globe to “register” each loan 
before they interact with computer codes that automatically execute the loan? In 
the absence of a “kill switch” with which a centralized entity could shut down the 
lending industry,202 a cease-and-desist order would find neither the recipient nor an 
effective means to shut down the service. 
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Of course, the question above assumes that DeFi lending projects are 
decentralized, devoid of any centralized actor who could register the loans. 
However, many “DeFi” projects are still run by individuals who “aren’t very 
decentralized at all.”203 The SEC shut down DeFi Money Market (“DMM”) which 
offered crypto holders an opportunity to earn interest on their assets in 2021.204 
DMM founders issued governance tokens called DMG tokens, allowing users to 
participate in decentralized governance over some decisions by getting those tokens 
in an ICO or secondary trading on crypto exchanges.205 The business venture of 
DeFi Money Market, whose name was chosen “to evoke the idea of a decentralized 
money market,” ended when the SEC shut down the service with a traditional 
cease-and-desist order to centralized actors named as Respondents in the order.206  

A. Centralized Risks in DeFi Lending Market 

The call for regulation in the crypto market did not merely arise from disdain 
or distrust of new technologies.207 As the SEC Chief Gensler noted, the need for 
regulation over the crypto market arises from the goal of “protect[ing] investors in 
this growing and volatile sector.” 208  Per Senator Warren, DeFi is “where the 
scammers and the cheats and the swindlers mix among part-time investors and first-
time crypto traders” as “the regulation is effectively absent.”209 Among many risks 
involved with DeFi lending, rug pulls are infamous schemes associated with the 
centralized characteristic of DeFi lending.210 Rug pulls are exit scams in which a 
centralized entity creates a protocol, lures crypto owners to deposit their funds to a 
liquidity pool, and uses backdoors in the smart contract to drain the pool and exit 
“without a trace.”211 Even when DeFi developers lack the intention to pull the rug, 
their abrupt exit from the projects they created212  or deceptive promotion and 
operation of DeFi projects213 could cloud the future of DeFi. 
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1. Case Study: DeFi Money Market 

The SEC’s cease-and-desist order to the actors behind DMM illustrates the risk 
of centralization in DeFi projects amid the absence of regulatory oversight. The 
DeFi protocol in question was a part of a plan by businessmen who served as 
officers of a private company in Florida.214 The entrepreneurs hired programmers 
to write the smart contracts that offered investors a way to earn passive interest on 
their crypto assets. 215  They issued two types of tokens—mTokens and DMG 
tokens.216 When users transfer their crypto assets to DMM’s addresses on Ethereum 
blockchain, they would be issued mTokens in exchange per smart contract; then, 
DMM would convert some assets to invest in real-world assets such as car loans 
and deliver the profit back to the investors who could redeem their mTokens to their 
crypto assets. 217  While profit-generating business would be run by the 
Respondents, DMG token holders would be able to vote on certain non-core 
business decisions such as changing “digital assets to accept from investors.”218 
Yet, significant fluctuations in the digital asset value hindered their business plan 
to generate enough income from real-world asset investment, and the respondents 
falsely claimed that “DMM assets generated interest” when they were “personally 
funding payments to redeem[] mToken holders.”219  

The Respondents’ scheme came to an end when the entrepreneurs behind DMM 
“ceased offering and selling mTokens by disabling the DMM website and 
redirecting website visitors to a page where they could redeem outstanding 
mTokens.”220 The DMG tokens used for the governance of DMM’s DeFi protocols 
were not dead but were functionally dead as DMM was no longer producing interest 
using mTokens.221 

DMM’s centralized failure is sharply contradicted by its promise of 
decentralization that sought to “mitigate centralized governance risk” over time.222 
In a 2021 medium post, DMM Foundation introduced DMG governance as the 
centerpiece of “gradual decentralization” that would “engender broad participation 
and mitigate centralized governance risk.”223 It outlined that DMG Governance 
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tokens were to be distributed in the following manner: thirty percent would be sold 
in public sales; another thirty percent would be “reserved to ecosystem developers, 
partners, and integrations with other protocols;” lastly, forty percent would be 
distributed to “DMM Foundation for continued development, support, and other 
general corporate purposes.”224 

The troubling aspect of DMM’s promise of decentralization is that the same 
promise can also be made by creators of any DeFi protocol, regardless of their intent 
or the likelihood of success. In fact, such a promise seems a fairly standard practice. 
For example, Compound’s Vice President of Engineering notes that developers of 
the protocol seek to “build[] a platform with the efficiency of a close-knit team, and 
then remov[]e our authority wherever possible.”225  Compound Labs, Inc., had 
controlled the administrative rights to “pause supply, borrowing, or liquidation in a 
market” created by the Compound protocol until the founder of the protocol, Robert 
Leshner, proposed to transfer it to the hands of COMP token holders.226 Maker 
Foundation also made a similar decision, relinquishing its previously centralized 
control over their MakerDAO protocol to the decentralized community governance 
in March 2020.227 Lastly, the Aave team maintained the control over DeFi protocols 
as an administrator until they handed the control over the AAVE (governance) 
token holders in October, 2020.228 

Unfortunately, the absence of regulation means that “part-time investors and 
first-time crypto traders” would not be able to distinguish good actors from the bad 
ones.229 Specifically, there exist centralized points of failure in DeFi projects that 
are not readily apparent to investors today. It is no surprise, then, that the SEC has 
suggested230 mandatory disclosure from DeFi actors for investors to make informed 
decisions.231 
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2. The Problem of Centralization in Decentralized Governance 

Furthermore, DeFi projects may not be “truly” decentralized even when the 
founders relinquish some or all of their administrative control over to the 
community. In the beginning stages of DeFi projects, creators—a team of 
developers and entrepreneurs that might be incorporated as a legal entity—retain 
control over the protocols.232  They determine how protocols could be governed 
and managed, and they have a “kill switch” to “pause supply, borrowing, or 
liquidation in a market” like Compound.233 When they seek to hand over the control 
to the community, they design and mint governance tokens to distribute them to the 
community which would exercise voting rights to collectively determine the future 
of protocols.234 However, it is the centralized creator group that decides how to 
distribute the governance tokens.235 As founders and creators of protocols mint and 
distribute governance tokens, they could choose to assign a substantial percentage 
of tokens to themselves or their affiliates.236 While governance tokens such as 
AAVE, COMP, and MKR are tradable on exchanges 237  and such tradability 
indicates possible dilution of centralized holdings over time, it also could mean a 
centralized actor could acquire the majority of shares over time. With the absence 
of regulation over the process on decentralization,238  decentralization could be 
defined differently by different actors behind DeFi protocols—which may end up 
poorly as in the case of DeFi Money Market.239 
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B. Regulating Centralized Entities Behind DeFi Lending under the Existing 
Federal Securities Regulation 

This section will provide a brief overview of the SEC’s options to regulate DeFi 
protocols given the risk of centralization in DeFi protocols. As demonstrated in 
SEC’s letter to DMM’s founders,240 the SEC could regulate DeFi protocols for 
issuing tokens—unregistered securities—in the manner in the primary market 
similar to P2P lenders like LendingClub.241 Also, the SEC has recently proposed 
an amendment to the Exchange Act Rule 3b-16, raising the possibility of defining 
DeFi protocols as “exchanges” under the securities regulation.242  

1. Applying Securities Registration on DeFi Actors 

If there are centralized actors behind DeFi lending protocols, the SEC could 
attempt to bring the actors under the traditional securities regulation as it did with 
the P2P lending industry in 2008. If the SEC were to go after DeFi lending protocols 
in a similar manner, the SEC would consider whether Howey applies to the lending 
protocols. For Prosper, the SEC used the Supreme Court precedent to determine 
that the notes issued by Prosper were securities under Section 2(a)(1) of the 
Securities Act.243 Here, the obvious difference between the P2P lending platform 
and DeFi protocols is that the latter involves a computer protocol—a set of rules 
for data transfer among computers, allowing cryptocurrencies to be exchanged 
online.244 Reflecting on DMM’s case, this Note will draw inferences from the 
application of Howey to Prosper by the SEC to note challenges of applying such 
precedents on DeFi protocols. 

Under SEC v. W. J. Howey Co., involving an investment contract, the Supreme 
Court defined an investment contract as a subset of “security” under the Securities 
Act as “a contract, transaction or scheme whereby a person [1] invests his money 
[2] in a common enterprise and [3] is led to expect profits [4] solely from the efforts 
of the promoter or a third party.”245 Section 5 of the Securities Act requires that an 
offer or sale of a security to be registered with the SEC.246 The key difference 
between the P2P lending and DeFi lending is that the latter does not involve a debt 
instrument issued by banks. As explained in Part II of this Note, the P2P lending 
before the SEC crackdown had a bank assign a note to the P2P lending platform, 
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which would assign it to a borrower.247 DeFi lending involves smart contracts and 
tokenization that facilitate a peer-to-peer flow of funds recorded on blockchain 
rather than chartered banks.248 The SEC’s cease-and-desist order against DMM 
hints at a possible way to define a “security” in DeFi lending. In the Order, the SEC 
described how DMM provided a smart contract that converted user deposits of 
digital assets to interest-bearing mTokens.249 Although mTokens were not used as 
a debt instrument or a common currency for lending, the SEC defined mTokens as 
a security sold to people who deposited their crypto assets to smart contracts created 
by DMM.250 The tokenization is a common mechanism used in DeFi lending to 
facilitate peer-to-peer flow of funds, when users deposit their crypto assets on their 
smart contracts. 251  Also, the SEC noted that governance tokens—a tradable 
cryptocurrency giving voting rights to holders—could as well be a security under 
the Howey test in its order against DMM.252 

First, it is possible that there is investment of money when a crypto lender on a 
DeFi protocol transfers digital assets to a smart contract that executes interest-
bearing lending contracts. In the cease-and-desist order on DMM, the SEC noted 
that the interest-bearing tokens (“mTokens”) minted for user deposit of USDC were 
“investment of money in the form of digital assets.”253 This means that the SEC 
views tokens issued for user deposits of crypto assets could be taken as investment 
of money under the Securities Act. The SEC could also view the issuance of 
governance tokens as a security. Giving voting rights to users of a DeFi lending 
protocol does “not preclude the token from being a security.”254 The SEC claimed 
that governance tokens could be securities considering “the economic realities 
underlying a transaction.” 255  The governance tokens are not mined like other 
cryptocurrencies.256 Instead, founders distribute them, and they can be traded for 
profits.257 Thus, regardless of the disclaimer that the governance token is not a 
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security or investment of money, the SEC could determine that a governance token 
is an investment of money should it bear interest.258 

It is also possible that the second prong of Howey, “common enterprise” 
requirement, is met for DeFi protocols. Here, all courts have ruled that horizontal 
commonality meets the requirement.259 Horizontal commonality “exists when a 
pool of investors is created whose fortunes are tied to the overall success of the 
venture.”260 The SEC has not published its detailed legal analysis of “common 
enterprise” when it sent a cease-and-desist order to DMM.261 However, if a protocol 
collects the crypto deposits in a pool,262 rather than directly match a single lender 
to a single borrower, the SEC may recognize a horizontal commonality with “a pool 
of investors is created whose fortunes are tied to the overall success of the 
venture.”263 

Third, the primary use case of DeFi lending today could meet the expectation 
of profits element in the Howey test. DeFi lending is often touted as a way to 
generate passive income.264 The last element of the Howey test is that the investor’s 
expectation of profit is based solely on the efforts of others. Here, it could be argued 
that investors—benefiting from the democratic governance that grants voting rights 
to change how protocols work—do have an active role in expectation of profits. If 
investors in a protocol do not make enough profit, they would be able to technically 
propose an amendment to the protocol and start making profit. However, if the SEC 
finds that there is a relatively small group of programmers and contributors who 
wield influence behind the code-writing and protocol change process, they could 
identify the “others” on whom the investors rely for profit. 

 
258 Blockchain Credit Partners, supra note 201 at 10. 
259 Chaffee & Rapp, supra note 99, at 512. 
260 Id. 
261 Blockchain Credit Partners, supra note 201 at 9. 
262 Compound’s whitepaper notes that “Compound is a protocol on the Ethereum blockchain 

that establishes money markets, which are pools of assets with algorithmically derived interest rates, 
based on the supply and demand for the asset;” Aave also makes a similar point, noting “The birth 
of the Aave Protocol marks Aave's shift from a decentralized P2P lending strategy (direct loan 
relationship)” in the whitepaper. See Aave Protocol Whitepaper V1.0, AAVE 1 (2020), 
https://github.com/aave/aave-protocol/blob/master/docs/Aave_Protocol_Whitepaper_v1_0.pdf; see 
also Robert Leshner & Geoffrey Hayes, Compound: The Money Market Protocol, Compound 2 
(2019), https://compound.finance/documents/Compound.Whitepaper.pdf. 

263 Chaffee & Rapp, supra note 99, at 512. 
264 Numerous online outlets that introduce DeFi lending have introduced DeFi lending as a way 

to earn passive income by deposit. See Marsha Prusso, All the Ways to Generate Passive Income 
With DeFi, The Defiant (May 3, 2021), https://thedefiant.io/all-the-ways-to-generate-passive-
income-with-defi/; see also Andrey Sergeenkov, Top 6 Crypto Passive Income Generators for 2022, 
CoinDesk (Jan. 7, 2022), https://www.coindesk.com/learn/top-6-crypto-passive-income-
generators-for-2021/. 



 

407 Regulation of DeFi Lending [Vol. 24:379 
 

2. Regulation in the Secondary Market: Regulation ATS 

Another way to bring DeFi lending “so far completely unregulated in the 
U.S.”265 under control is to regulate it under Exchange Act Rule 3b-16 that governs 
alternative trading systems (“ATSs”).266 The SEC hinted at its path in regulating 
DeFi protocols by proposing an amendment to Exchange Act Rule 3b-16 on 
January 26, 2022.267 This would require DeFi lending projects to be governed under 
the registration requirements of being an ATS—with the application of broker-
dealer laws and regulations rather than exchange laws and regulations as exempted 
under Section 5 of the Securities and Exchange Act of 1934.268  

Regulation ATS asks a broker-dealer to register with the SEC by filing a Form 
ATS, which “give[s] general notice of its operations as required under the law.” For 
compliance, a broker-dealer is responsible for “fees, consumer protection, 
examination, and books and records.”269 Under 17 CFR § 242.301 (b)(5)(ii)(C), the 
broker-dealer is responsible to “[m]ake and keep records” about subscribers and 
report the information on Form ATS-R.270 The costs of compliance “are typically 
cost prohibitive for startups.”271 

3. Applying Securities Regulation to DeFi Protocols: Limited Use Cases 

The Howey analysis above may, on its face, bring hope to regulators who seek 
to bring law and order to a growing industry fraught with investor risks. The 
amendment to Exchange Act Rule 3b-16 also provides additional ammunition to 
the SEC to bring actors behind DeFi protocols under control.272 However, such 
measures would only be applicable in limited cases where DeFi protocols are 
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essentially centralized and where lenders and borrowers depend on centralized 
entities for transactions.273 

As opposed to P2P lenders that continue to provide processes of approval and 
screening,274 developers of the protocols may seek to “build[] a platform with the 
efficiency of a close-knit team, and then remov[e] our authority wherever 
possible.”275 The SEC’s enforcement actions, on the other hand, hold centralized 
entities responsible for the securities they sell—imposing “at least a few tens of 
thousands of dollars annually in legal, accounting, and printing costs” on 
centralized entities.276 The problem of imposing stiff costs on DeFi developers lies 
in the prohibitive costs of compliance: there would be no incentive to develop DeFi 
protocols only to spend “tens of thousands of dollars” for compliance 277  and 
decentralize the governance of the protocols. With the prohibitive costs of 
compliance under either Regulation ATS and Securities Act,278 many, if not all, 
DeFi actors may simply choose to shut down the service at an early stage of 
development.279 While the risks of centralization are present in DeFi,280 the SEC’s 
uniform application of securities regulation to DeFi developers would likely bring 
an end to the innovative technology for lending that could potentially reduce market 
frictions.281 Also, the SEC actions would have a narrow timeframe to have any 
enforcement effects on DeFi lending operations. If DeFi lending project founders 
have already relinquished their options to kill the project—as in Compound’s case, 
to have an administrative right to “pause supply, borrowing, or liquidation in a 
market”282—it would be an impractical ex post measure to send a cease-and-desist 
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order to the centralized entity that designed but maintains no control over the 
maintenance of DeFi protocols. 

IV. THE PATH FORWARD: REGULATION OF DEFI LENDING PROTOCOLS FOR 
DECENTRALIZATION 

In light of the previous findings, this Note proposes that an alternative 
regulatory framework is necessary to regulate DeFi lending projects. The 
alternative framework, however, does not preclude drawing wisdom from banking 
supervision and securities regulation that have addressed centuries of failures and 
risks in the financial market. The alternative framework consists of three parts. 
First, the new framework recognizes the value of decentralization in facilitating a 
trustless flow of money in society and reducing market frictions. Second, it 
statutorily grants the power of monitoring and supervision to a new agency to 
oversee DeFi governance structure and act on “unsafe and unsound” DeFi protocol 
actions. Third, the framework uses an effective, market-based enforcement 
mechanism to promote an orderly introduction and maintenance of 
decentralization. 

A. Full Decentralization is not an Illusion, but an Achievable Goal 

Some have suggested that “full decentralisation in DeFi is illusory.” The 
argument notes that centralization is a solution to the “contract incompleteness” 
where “enterprises are unable to devise contracts that cover all possible 
eventualities” per Ronald Coase. 283  And as an analogy, DeFi faces the same 
problem of “‘algorithm incompleteness,’ whereby it is impossible to write code 
spelling out what actions to take in all contingencies.”284 Hence, the argument relies 
on a premise that centralization is “inevitable” given such an “incompleteness” 
problem.285 

It is not unimaginable to accept the theory of algorithm incompleteness—
should smart contracts encompass every possible scenario that could ever arise, 
they would never see the light of deployment as developers would spend the rest of 
their lives drafting new codes. However, algorithm incompleteness does not 
warrant a conclusion that full decentralization is illusory. In fact, Coase does not 
suggest that centralization is inevitable in any condition in his paper. Instead, he 
explains that a firm comes into existence in a specialized exchange economy286 
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because “certain marketing costs are saved.”287 Coase first posits that if individuals 
each make contracts with one another using a price mechanism288 rather than a firm, 
there is a cost for each individual to “discover[] what the relevant prices are.”289 
Also, there are “[t]he costs of negotiating and concluding a separate contract for 
each exchange transaction.”290 And in cases where it is more desirable to make 
long-term contracts than short-term ones, saving the costs of making many short-
term contracts and being risk-averse, Coase states that “[a] firm is likely therefore 
to emerge in those cases.”291 Yet, he does not go as far as to claim that centralization 
is a necessary outcome of those costs involved in contract-making, as the argument 
against decentralization implies. 

Furthermore, we should not hastily conclude that the failures of some DeFi 
platforms in recent years serve as evidence that full decentralization is an illusion; 
instead, those failures should be understood in the context of the absence of timely 
regulatory intervention and supervision. Indeed, market panic and runs are not a 
unique feature of the DeFi space. Markets fail, and regulators act. The Federal 
Reserve Act passed in 1913 as a response to the Panic of 1907,292 and Glass-
Steagall Act passed “to deal with bank mismanagement.”293 If DeFi actors fail to 
achieve full decentralization in the absence of government intervention, the 
government may have an incentive to regulate them to achieve decentralization.  

Indeed, one appeal of decentralization today is eliminating financial 
intermediaries and risks associated with trusting them—and we have a novel 
technology that could, in theory, enable trustless transactions. To regulate DeFi 
lending, we must recognize the value of decentralization in reducing market 
frictions, risks of centralization, and transaction costs. Yet, the trustless system still 
suffers from some issues “resembl[ing] those in traditional finance,” 294  and 
technology alone cannot prevent market runs, panics, and frauds without 
regulation. The correct approach to DeFi lending would be to understand DeFi 
lending as a novel way to extend credits in society and to relate the ills of DeFi 
lending today to the absence of government regulation and supervision. 
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B. Regulating and Maintaining Decentralization in DeFi Lending through 
Agency Rulemaking, Supervision, and Enforcement 

Some argue that “banking regulation and supervision” could serve as a 
“precept” in its regulation because “challenges in DeFi resemble those in traditional 
finance.” 295  Yet, banking regulation and DeFi lending regulation have two 
fundamentally different objectives: the former is supervision of the quasi-public, 
“premodern independent agencies operated by private actors,”296 while the latter is 
supervision over private actors in the economy facilitating intermediary-less 
lending. Then, the extraordinary and intrusive power of banking regulation may 
seem unwarranted in the context of DeFi lending. 

However, selective modeling of the bank regulation and supervision powers 
could equip the federal government with the power to regulate the elusive industry 
of DeFi—purporting to do away with the concept of intermediary—in the most 
effective manner. One way is for DeFi regulators to mandate the founders of new 
DeFi lending projects to register with the agency which would promulgate rules on 
the decentralization process. For example, the agency could promulgate rules on 
the issuance and proportion of governance tokens that founders could claim, 
mechanisms to update smart contracts to comply with government regulations, and 
the period of time for full decentralization to be achieved. The agency would be 
able to impose rules on existing DeFi lending projects and steer them in the 
direction of full decentralization, as most DeFi projects are currently managed by 
centralized actors.297 For instance, if the founder and affiliates hold governance 
tokens that are above the amount the rule permits, they could be forced to sell the 
governance tokens they currently own. 

Also, the agency could supervise the DeFi lending projects with Glass-Steagall 
Act’s standard of safety and soundness, with rating and report systems on the safety 
and soundness of DeFi lending protocols. The incredible discretion of regulators in 
interpreting the standard of safety and soundness in Glass-Steagall Act of 1933, as 
Congress purposely left it in ambiguity “to evolve with the changing 
expectations,” 298  would allow DeFi regulators to flexibly supervise the codes 
behind the lending and governance structure to be written, amended, and 
maintained over time. The regulators could consider factors such as the degree of 
centralization of the project, vulnerabilities of the codes in audits, feasibility of 
plans for decentralization, and actual implementation of the promised changes over 
time in rating the projects, like the CAMELS ratings.  
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It may be argued that CAMELS-like ratings are incompatible with DeFi 
regulation as they “are provided to the institution's board of directors and 
management for their confidential use,” implying centralization and secrecy from 
the public.299 The ratings, however, would find uses in fully centralized, partially 
decentralized, and fully decentralized DeFi lending platforms. As explained in Part 
II, operators who created the DeFi service could directly control the codes 
executing the DeFi service in fully centralized DeFi service.300 As regulators extend 
their supervisory scope to the fully centralized DeFi service in its inception, they 
would be able to guide the operators of the service to devise a feasible and secure 
decentralization plan and supervise their plan over time with the rating system. For 
partially decentralized DeFi platforms with boards of signers controlling Multisig 
wallets, 301  regulators could place each board in charge of working with the 
regulators who would assign ratings to the project, similar to the manner in which 
they supervise banks. In addition to the signers, regulators could also supervise 
those who retain veto power through large voting powers or the lack of formal or 
legal obligations to honor the popular votes. 302  For the fully decentralized 
platforms, where the participants would democratically vote for changes in the 
protocol which would be “executed as blockchain transactions, enforced through 
the consensus mechanisms of the settlement layer,”303 regulators could continue to 
supervise players who make significant contributions to the project and consider 
making the ratings public: investors, borrowers, and lenders of DeFi platforms 
would be able to make better informed decisions with public information on the 
degree of centralization and security of the project. 

Lastly, the federal agency could obtain enforcement power over DeFi lending 
platforms in two ways. First, the federal agency could pursue enforcement actions 
against actors who engage in insider trading or deceptive marketing. In at least the 
centralized and partially decentralized state of DeFi lending, regulators would be 
able to pursue enforcement actions to ban certain individuals from DeFi industry 
and cease and desist their operation in the manner similar to ones issued by bank 
regulators. 304  Second, the agency could bring decentralized platforms under 
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compliance with the power to suspend trading of governance tokens of non-
complying DeFi protocols on exchange platforms. Although there may not be 
centralized actors in a sufficiently decentralized DeFi lending protocol governance, 
the agency’s threat of delisting the governance tokens would have a significant 
impact on how the community collectively votes and executes changes requested 
by the agency. As such a drastic measure could wipe out the value of tokens that 
individual investors are holding for trading, it may be used sparingly and as an 
enforcement mechanism for token holders to vote for amendments to comply with 
the government regulation. 

V. CONCLUSION 

DeFi introduces decentralized governance to the lending market traditionally 
run by financial intermediaries under federal regulations. While investors in DeFi 
are currently exposed to risks of fraud and market volatility, such risks do not 
warrant a conclusion that full decentralization is an illusion or an unmanageable 
risk itself. They also do not warrant uniform application of federal securities laws 
over DeFi projects. The cost of securities regulations would prohibit the 
development of DeFi that could potentially eliminate market frictions and risks of 
centralization in the future. Instead, this Note proposes a new regulatory framework 
that has three components: (1) recognizing the value of decentralization in lending, 
(2) creating a federal agency that supervises the process of decentralization, and (3) 
granting powers to the agency to enforce any policy through sanctions, including 
suspension of trading of governance tokens on exchange platforms. Although the 
framework is a novel approach to DeFi lending regulation, it draws its structure 
partially from the banking system that currently oversees lending by banks in the 
U.S. With a new regulatory framework, DeFi actors would be incentivized to fully 
decentralize and maintain stability of their lending platforms, regardless of their 
degree of decentralization. 

 


